GrdTRU_GenerateQuestionTime

PyHkumsa(meton) GrdTRU_GenerateQuestionTime reHepupyeT 3alumdpoBaHHOE YMCNO-BONPOC AN yAaneHHOro nporpaMmmmMpoBaHunst, UCNOSb3YHOLLEro
TexHonoruio Trusted Remote Update. fiBnsetcst aHanorom dyHkumm(metopaa) GrdTRU_GenerateQuestion gns kntova Guardant Time. 3ta doyHKumsa(unm
MeTOZ) He noaxoasiT ans kntoyen Guardant Code Time, npu paboTe ¢ KOTOPLIMU HY>XHO UcMonb3oBaTh dyHKkUMo(MeToa) GrdTRU_GenerateQuestionTime
Ex.

Cc

int GRD_API G dTRU Generat eQuestionTi me(

HANDLE hGrd,

void *pQuestion,

DWORD *pdw D,

DWORD *pdwPubl i c,

QAORD *pgwbDongl eTi ne,

DWORD dwDeadTi nesSi ze,
QAORD *pgwDeadTi nes,

DWORD *pdwDeadTi mesNunber s,
voi d *pHash,

voi d *pReserved

hGrd X3HAM, Yepes KoTopbIn 6yaeT BbINONHEHa AaHHas onepauus

pQuestion 6ydep, kyaa 6yaeT nomeLleH creHepupoBaHHbIi Bonpoc. Pasmep bycdepa 8 6ant

pdwlD 6ydep, kyna 6ynet nomelleHo 3HaveHue ID krtoya, Ans KOTOporo creHepupoBaH Bonpoc. AnuHa 6ydepa 4 Gaiita

pdwPublic 6ydep, kyaa 6yaet nomeLLeHo YncneHHoe 3HadeHne Public code kntova, Ans KOTOPOro creHepupoBaH Bonpoc. AnvHa 6ydepa 4 G6aita
pgwDongleTime 3awmncpoBaHHOE BPEMS U3 MUKPOCXeMbl Taimepa. AnuHa bydepa 8 Gant

pdwPublic 6ydep, kyaa 6yaeT nomeLLeHo YncneHHoe 3HadeHne Public code kntova, Ans KOTOPOro creHepupoBaH Bonpoc. AnvHa 6ydepa 4 6aita

dwDeadTimesSize pa3mep BxogHoro bydepa pgwDeadTimes B 6aintax
pgwDeadTimes 3alWndpoBaHHbIE 3HAYEHUS BPEMEH XKWU3HU anropuTMoB. Mo 8 6anT

pdwDeadTimesNum = KONM4ecTBO 3NeMEHTOB, BO3BpallaeMbix B pqwDeadTimes

bers

pHash 6ydep, kyaa 6yaet nomeleHo 3HaveHne MAC ( Message Authentication Code - kofa ayTeHTudMKaLuum coobLueHuns) ans sepydukaumy Bonpoca.
OnuHa 6ydepa 8 GairT

pReserved 3ape3epBupoBaHo. [omkHo 6biTb paBHo NULL

BoamoXxHbIe oLumnGku

GrdE_SystemDataCorrupted = CuctemHble agaHHble TRU noBpexaeHbl. (CekpeTHbIii KNoY yaaneHHoro nporpaMmMmMpoBaHunst OTCYTCTBYeT)

GrdE_NoQuestion Yucno-Bonpoc He BbINo creHepMpoBaHo MM GbINo NepereHepypoBaHO 4O 3anucy Yvcna oTeeTa
GrdE_InvalidData HeBepHbIin hopmaT AaHHbIX AN yOAANEHHOro NporpaMmmyMpoBaHns
GrdE_QuestionOK Yucno-Bonpoc yxe 6blno creHepyMpoBaHo, KoY OXuaaeT AaHHbIX AN yAaneHHoro nporpaMMupoBaHns

GrdE_UpdateNotComplete Owwnbka nNpum 3anucy AaHHbIX yaaneHHoro nporpammmposaHus. Onepauus He 6bina 3aBeplueHa
GrdE_InvalidHash HesepHoe 3HaveHne MAC (Message Authentication Code)

Ha6op owwnbok Guardant API

PyHkumst GrdTRU_GenerateQuestionTime reHepupyeT 3alumndgpoBaHHOE YMCMO-BONPOC U MHULMANU3NpyeT NpoLecc Ans yaaneHHoro
nporpammmnpoBaHus, ncnoneaytowero texHonormio Trusted Remote Update. ®yHkuma sensetca aHanorom GrdTRU_GenerateQuestion ans knoya
Guardant Time 1 ucnonb3yeTcs B crnyyasix, koraa Heobxoammo npoanesatb Bpemsi paboTbl 3alULLEHHOTO NPUNOXEHUSI.

dyHkums GrdTRU_GenerateQuestionTime Bbi3biBaeTcs Ha KOMMNbIOTEPE YAANEHHOro NONb30BaTENs U FeHepUpYeT Yncro-Bonpoc pQuestion,
3alyLLEeHHoe OT noaaenku kogoM ayteHTudmkaumm coobieHus (MAC) pHash. MAC BbipabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KIltoue,
KOTOPbIV JOMKeH OblTb NpeaBapuTenbHO 3anucaH npu nomolm dyHkumn GrdTRU_SetKey. MAC ucnonb3yeTtcsa ansi Toro, 4tobbl Henb3st 6bino nogaenatb
uncno-sonpoc, ID nnu Public Code anekTpoHHOro krto4a.
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Mocne Toro, kak YMCro-BONPOC CreHepMpOBaHO, KOHEYHbIN NONb30BaTeNb A0SKEH NepeaaTb pa3paboTymKy Bce creHepupoBaHHble chyHkumen GrdTRU_Ge
nerateQuestionTime aaHHble: co6cTBEHHO Yncno-sonpoc pQuestion, ID kntoda pdwiD, Public code pdwPublic v MAC pHash. C MomeHTa reHepaummn
yucra-Bonpoca Koy nepexoanT B COCTOsIHUE OXMAAHWUS Yucna-oTeeTa.

PekomeHnayembii pasmep 6ydepa pgwDeadTimes ansa 3awimdpoBaHHOIO 3HaYEHUS BPEMEHUN XWU3HW anropuTMOB AOSMKEH ObITb paBeH (KonmyecTBy
anropuTMOB + KONMYECTBO 3alUMLLEHHbIX siveek )*8. Ecnn Bydep coaepXuT MeHbLLe 3NeMEHTOB, TO BO3BPALLAETCs TONbKO TO, YTO MOMECTUIIOCh, MHave
pononHsieTcs HynsmMu ao dwDeadTimesSizel8 anemeHTOB, HO He 6onee 499 anemMeHTOB.

[Ba ctapwux 6aiita napameTpa pgwDongleTime - Hynu. 2 ctaplnx 6ainTa anemeHToB Maccuea pgwDeadTimes - yucnoBoe nmst anroputma. OcTtanbHble
6 BaWiT - BpeMmsi XKM3HWM COOTBETCTBYHOLLEro anroputma.

Bpems xu3Hu (8 6anT) umeeT cneayowmn dopmar:

1, 2 6anTbl = YyncrnoBoe nmsi anroputma (MMbo HynK, ecnv BpeMst U3 MUKPOCXeMbl Tanmepa);

3 Gawt rog ot 2000 (08 ansa 2008 roga);

4 Gant mecsu roga (01 - sHeapb, 02 - dhesparns, ...);
5 Gant AeHb mecsua (1 -31);

6 BanT yacsl (0 - 23);

7 Gant MUHYTBI (O - 59);

8 BanT cekyHab! (0 - 59)

Ha knueHTCKOM CTOpOoHe Bcerga MOXHO y3HaTb, CKOMbKO anropuTMOB U iYeeK eCcTb B KItode AJ1s1 BbIYUCIIEHNS KonnyecTBa anemeHToB Mmaccusa DeadTime.
Konunyectso anroputMoB 1 3aLLULLEHHbIX S4eeK B KNtoYe MOXHO y3HaTb, cuntas none kmAlgoNum B pexume agpecauumn SAM.

Ha cTtopoHe pa3paboTynka Toxe MOXHO BbIYMCIIUTb KONMYECTBO anropuTMoB No Macke, xpaHsiwencs B 6ase. Moatomy B cyHkumax TRU ansa Time BaxeH
TONbKO pa3Mep maccusa. bonee Toro, KONMYECTBO 3NEMEHTOB MOXHO NepeaaTthb B "Nocbinke" yaaneHHoro nporpaMmMmMpoBaHns BMECTe CHUCIOM-
BOMPOCOM.

C#

public static G dE G dTRU Gener at eQuesti onTi me( Handl e grdHandl e, out byte[] question, out uint id, out uint
publ i cCode,
out ul ong dongl eTine, ulong[] deadTimes, out int deadTi nesNunbers, out byte[] hash)

grdHandle [in]

Twn: Handle

HaHan, yepes koTopblil 6yAeT BbiNoNHeHa AaHHas onepauys.

question [out]

Twvn: byte []

Bydep, Kyaa byaeTt nomeLleH creHepupoBaHHbIA BOMPOC.

id [out]

Twn: uint

Bydep, kyaa 6yaeTt nomelleHo 3HadeHue ID kntova, Ans koToporo Hbin creHepuMpoBaH BOMpPOC.
publicCode [out]

Twn: uint

Bydep, kyaa 6yaet nomelleHo 3HaveHune PublicCode kntova, Ans KOTOporo 6bin creHepupoBaH BONpoc.
dongleTime [out]

Tun: ulong

3awmndpoBaHHOE BpeMsi U3 MUKPOCXEMbI Tarimepa.
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deadTimes [out]

Twn: ulong [ ]

3awmndpoBaHHble 3HAYEHUSI BPEMEH XKMU3HU anropuTMOB.
deadTimesNumbers [out]

Twn: ulong [ ]

KonuyectBo anemeHToB, BO3BpaLLaembix Yepes deadTimes.
hash [out]

Twvn: byte []

Bydep, kyaa 6ynet nomeweHo 3HaveHne MAC (Message Authentication Code - koga ayTeHTUdMKaLuum coobLueHns) ans Bepudmkaummn sonpoca.
BoaMoxHbIe owmnbku

GrdE.SystemDataCorrupted = CuctemHble AaHHble TRU noBpexaeHbl. (CekpeTHbIN KoY yaaneHHoro nporpaMmmnpoBaHms OTCYTCTBYET)

GrdE.NoQuestion Yuncno-Bonpoc He 6bINo creHeprpoBaHo MK BbiNo NepereHepMpoBaHoO A0 3anUcK Yncna oTeeTa
GrdE.InvalidData HeBepHbIn opmaT AaHHbIX ANS yAaneHHOro NnporpammmpoBaHns
GrdE.QuestionOK Yucno-Bonpoc yxe 6bino creHepupoBaHo, Iy OXMaaeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus

GrdE.UpdateNotComplete | Owwmbka npyv 3anucun faHHbIX yAaneHHoro nporpaMmmpoanus. Onepauusi He Gbina 3aBeplueHa
GrdE.InvalidHash HeBepHoe 3HavyeHne MAC (Message Authentication Code)

Ha6op owwnbok Guardant API

MeToa GrdTRU_GenerateQuestionTime reHepupyeT 3alwimpoBaHHOE Y1CNO-BONPOC U UHULMANU3UpyeT NPOLECC ANt yAaneHHOro NporpaMmMupoBaHus,
ncnonb3aytowero TexHonormio Trusted Remote Update. MeToa siBnsieTcs aHanorom GrdTRU_GenerateQuestion ans kntova Guardant Time n
ucnonb3yeTcs B cryyasx, korga Heo6xoavMmo NpoaneBaTth BpeMsi paboThl 3aLUULLIEHHOMO NPUIOXKEHUS.

MeToa GrdTRU_GenerateQuestionTime Bbi3biBaeTcsi Ha KOMMbIOTEPE YAANEHHOIO NONb30BaTeNs U reHepupyeT Yncno-Bonpoc question, sawmweHHoe ot
nopaenku kogomM ayteHtudukaumm cooblierust (MAC) hash. MAC BeipabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KITtoYe, KOTOPbIN JOIKEH
6bITb NpeaBapuTenbHO 3anucaHd npu nomowy metoaa GrdTRU_SetKey. MAC ucnonb3ayeTcs ans toro, 4tobbl Henb3s 66110 noaaenaTb Yvcno-sonpoc, 1D
unu Public Code anekTpoHHOro knoya.

Mocne Toro, Kak YMCNo-BONPOC CreHepuMpoBaHO, KOHEYHbIM NONb30BaTeNb A0SMKEH NepeaaTb pa3paboTynky Bce creHepupoBaHHble MeTogom GrdTRU_Gen
erateQuestionTime gaHHble: cobcTBEHHO Yncno-Bonpoc question, 1D kntova id, Public code publicCode n MAC hash. C MomeHTa reHepaumm ymicna-
BOMpOCa KoY NEPEXOAUT B COCTOSIHUE WAAHUS YMCra-oTBeTa.

PekomeHayemelii pasvep 6ydepa deadTimes ans 3alumMppoBaHHOMO 3HAYEHUSI BPEMEHW XWU3HWU anropuTtMOB AOMKEH BbiTb paBeH (KonmyecTsy
anropuTMOB + KOJNIMYECTBO 3alLMLLEHHBIX siueek )*8. Ecnu Bydep coaepXuT MeHbLLE 31EMEHTOB, TO BO3BpaLLAeTCs TONMbKO TO, YTO MOMECTUIOCH, UHaYe
pononHsieTcs Hynsmu o deadTimesNumbers/8 anemeHToB, HO He Gonee 499 anemMeHTOB.

[Ba ctapwux 6avita napameTpa dongleTime - Hynu. 2 cTapluux 6aliTa anemeHToB Maccusa deadTimes - yicnoBoe ums anroputma. OctanbHble 6 6anT -
BPEMSI XW3HN COOTBETCTBYIOLLIETO anropmuTMa.

Bpems xu3Hu (8 6anT) meeT cneayowmn dopmar:

1, 2 6aiTbl = YMCNOBOE MMSA anropuTMa (NGO HynKM, ecnv BpeMs U3 MUKPOCXEMbI Tamepa);

3 Gant rog ot 2000 (08 ansa 2008 ropa);

4 Gawt mecsu roga (01 - sHBapb, 02 - dhespans, ...);
5 Gawt AeHb mecaua (1 -31);

6 BanT yacsl (0 - 23);

7 Gant MUHYTBI (O - 59);

8 banT cekyHab! (0 - 59)

Ha knueHTCKOI CTOpPOHE BCeraa MOXHO Y3HaTb, CKOMbKO anropuTMOB U S4eek eCTb B KITlove Ans BbIYUCIIEHNs KONIMYecTBa anemMeHToB Maccusa deadTimes
. KonuyecTBo anroprTMOB 1 3aLUMLLEHHBIX SHEEK B KITKOUE MOXHO y3HaTb, cuutas none kmAlgoNum B pexvme agpecauum SAM.
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Ha cTopoHe pa3paboTymnka Toxe MOXHO BbIYUCAINTL KONIMYECTBO anropuTMOB NO Macke, XxpaHsilencs B 6ase. MNoatomy B metogax TRU ans Time BaxeH
TONbKO pa3mep maccusa. bonee Toro, KONMYECTBO 3NEMEHTOB MOXHO nepeaaThb B "MOCbINKe" yaaneHHoro nporpaMmmMmMpoBaHusi BMECTE C YACTOM-
BOMPOCOM.

Java

public static G dE G dTRU Generat eQuesti onTi ne(Handl e grdHandl e, byte[] question, int[] id,
int[] publicCode, |ong[] dongleTinme, long[] deadTines, |ong[] deadTi mesNunbers, byte[] hash)

grdHandle [in]

Tun: Handle

HaHgn, yepes koTopbii ByaeT BbiNoIHEHa AaHHas onepauust.
question [out]

Twvn: byte []

Bydep, kyaa 6yaeTt nomeLleH creHepupoBaHHbI BOMPOC.

id [out]

Twn: uint

Bydep, kyaa 6yaeTt nomelleHo 3HaydeHue ID kntova, Ans KoToporo Gbin creHepMpoBaH BOMPOC.
publicCode [out]

Tun: int

Bydep, kyaa 6yaeTt nomelleHo 3HaveHune PublicCode kntova, Ans KOToporo 6bin creHepupoBaH BONpoc.
dongleTime [out]

Twun: long []

3awmndpoBaHHOE BpeMsi U3 MUKPOCXEMbI TaiMepa.
deadTimes [out]

Twun: long []

3alwmndpoBaHHbIE 3HAYEHNS BPEMEH >KM3HW anropuTMOB.
deadTimesNumbers [out]

Twun: long []

KonuyectBo anemeHToB, BO3BpaLLaembix Yepes deadTimes.
hash [out]

Twvn: byte []

Bydep, kyaa 6ynet nomeweHo 3HaveHne MAC (Message Authentication Code - koga ayTeHTUdMKauum coobLueHns) ans Bepudmkaummn sonpoca.
BoamMoxHbie Owmnbku

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU nospexaeHbl. (CekpeTHbIN KoYy yaaneHHoro nporpaMmMmupoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHo M BbiNo nepereHepMpoBaHoO A0 3anUcK Yncna oTeeTa
GrdE.InvalidData HeBepHbIn dopmaT AaHHbIX ANS yAaneHHOro NnporpammmpoBaHns
GrdE.QuestionOK Yncno-Bonpoc yxe 6biNo creHepupoBaHo, KIY OXMaaeT AaHHbIX ANS yAaneHHOro NporpaMM1MpoBaHus

GrdE.UpdateNotComplete Owwmbka Npu 3anncK faHHbIX yAaneHHoro nporpammupoBanus. Onepaumsi He Gbina 3aBeplueHa

GrdE.InvalidHash HesepHoe 3HaueHne MAC (Message Authentication Code)
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HaGop owmnbok Guardant API

MeToa GrdTRU_GenerateQuestionTime reHepupyeT 3alumdpoBaHHOE Y1CNO-BONPOC U UHULMANU3NpyeT NPoLEece Anst yAaneHHOro NporpaMmM1upoBaHus,
mcnonbaytoLlero TexHonoruto Trusted Remote Update. MeTop siBnsieTcs aHanorom GrdTRU_GenerateQuestion gns kntoya Guardant Time u
ucnornb3yeTcs B cryvasx, korga Heo6xoavmo npoaneBaTth BpeMsi paboThl 3aLUULLIEHHOO MPUIOXKEHUS.

MeTon GrdTRU_GenerateQuestionTime BbI3biBaeTCcsi Ha KOMMbIOTEPE YAANEHHOTO NONb30BaTENs U reHepupyeT YMCNO-BONPOC question, 3allmLeHHoe oT
nopaenku kogomM ayteHtudukaumm coobierusi (MAC) hash. MAC BeipabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KIltoue, KOTOPbIN JOIKEH
6bITb NpeaBapuTenbHO 3anucaH npu nomowm metoga GrdTRU_SetKey. MAC ncnonb3ayeTtcst anst Toro, 4tobbl Henb3si 6bino nogaenatb YMcno-sonpoc, ID
unu Public Code anekTpoHHOro knioya.

Mocne Toro, Kak YMCNO-BONPOC CreHepMpoBaHO, KOHEYHbIN NONb30BaTeNb A0KEH nepeaaTb pa3paboTyrky Bce creHepupoBaHHble MeTogom GrdTRU_Gen
erateQuestionTime paHHble: cobcTBEHHO Yncno-Bonpoc question, 1D kntova id, Public code publicCode n MAC hash. C MomMeHTa reHepauum Ymcna-
BOMpOCa KoY NEPEXOAUT B COCTOSIHWE MAAHUS YMcna-oTeeTa.

PekomeHayemeliii pasvep 6ydepa deadTimes ans 3alumpoBaHHOMO 3HA4YEHUSI BPEMEHW XU3HWU anropuTtMoB AOMKeEH ObiTb paBeH (KonmyecTsy
anropuTMoB + KONMMYECTBO 3alUMLLEHHBIX sivyeek )*8. Ecnu Bydep coaepXmT MeHbLUE 3NIEMEHTOB, TO BO3BPALLAETCsi TONbKO TO, YTO NOMECTUNOCh, UHaYve
pononHseTcsa Hynamu o deadTimesNumbers/8 anemeHToB, HO He 6onee 499 anemMeHTOB.

[Ba ctapwux 6avita napameTpa dongleTime - Hynu. 2 cTapluux 6aliTa anemeHToB Maccusa deadTimes - yicnoBoe ums anroputma. OctanbHble 6 6anT -
BPEMSI XKU3HW COOTBETCTBYHOLLENO anropmuTma.

Bpewms xu3Hu (8 6anT) umeeT cneayowmn dopmar:

1, 2 6anTbl = YMcnoBoe nms anroputma (MMbo HynK, ecnm BpeMst N3 MUKPOCXeMbl Tanmepa);

3 Gaint rog ot 2000 (08 ansa 2008 ropa);

4 Gawt mecsau roga (01 - sHBapb, 02 - despans, ...);
5 Gawt OeHb mecsiva (1 - 31);

6 BanT yacsl (0 - 23);

7 6ant MUHYTBI (O - 59);

8 banT cekyHab! (0 - 59)

Ha knuneHTCKOW CTOPOHE BCEraa MOXHO Y3HaTb, CKOMbKO anropuTMOB U SiYeeK eCTb B KIHoYe Ansi BbIYMUCIIEHUs KonuyecTBa aneMeHToB Maccuea deadTimes
. KonnuecTtBo anropyTMoB 1 3alUULLIEHHBIX SSUEEK B KOYe MOXHO y3HaTb, cuuTas nosie kmAlgoNum B pexxume agpecaummn SAM.

Ha cTopoHe pa3paboTymka ToXe MOXHO BbIYUCINTL KOIMYECTBO anropuTMOB NO Macke, xpaHsiencst B 6ase. MNoatomy B metogax TRU anst Time BaxeH
TOnbKO pa3mep maccva. bonee Toro, KONMYECTBO 3NEMEHTOB MOXHO NepeAaThb B "Nnockinke” yaaneHHoro nporpaMMmMpoBaHmnsi BMECTE C YMCTOM-
BOMPOCOM.


https://dev.guardant.ru/pages/viewpage.action?pageId=4161630
https://dev.guardant.ru/display/DOC/GrdTRU_GenerateQuestion
https://dev.guardant.ru/display/DOC/GrdTRU_SetKey

	GrdTRU_GenerateQuestionTime

