HdeckpunTop 3aLlUuLLeHHON SYEeUKU

3alwmileHHas syerika onpeaenseTcs CTPYKTypor B MAMATU SMEKTPOHHOTO KIoya, Ha3blBaeMon JeCKPUITTOPOM. [leCKpunTop COCTOUT 13 Nonew,
OMUCbIBAIOLLMX TUM AAHHBIX, KOTOPbIE XPaHATCH B 3aLLMLLEHHON SYelike, ee CBOWCTBA, COCTOSHUE, Maponu akTuBaLMn/AeakTuBaumm 1 Ha BbINOMNHEHWe
onepauumn ¢ JaHHbIMU.
O6palueHne K 3aLuLLEeHHON syelike / annapaTHOMY anropuTMy NPOU3BOAUTCS MO YACITIOBOMY MMEHU. YnNcnoBoe UMS — 3TO MAEHTUAUKaTOP ANNHOW 2
BanTa, KOTOPbIA XPaHUTCS B CneuuanbHo Tabnuue YMcnoBbix UMeH s4eek u anroputmoB (Algorithm Root Table, ART). Yucnosoe nms nossonsiet
MAEHTUMMLMPOBATb SYENKY BHE 3aBUCMMOCTM OT TOro, Kakyto 0bracTb NnamsT OHa 3aHMMaEeT, NOCKOIbKY «hMU3NYECKU» SIHENKM MOTYT pacnonaratbcs B
namsTV B MPOU3BOSIbHOM MNopsaKe.

CmeLleHne
OT Hauana
[Aeckpuntopa

00h

01h

02h

04h

08h

oc

10

18

1C

20

24

28

2E

34

3C

44

48
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OnvHanons
B BamTax

rs_klen

O6o3HaueHue
nons

rs_LoFlags

rs_algo

ReservedForEven

rs_HiFlags

rs_klen

rs_blen

rs_hash
rs_ActivatePwd
rs_DeactivatePwd

rs_ReadPwd

rs_UpdatePwd

rs_BirthTime

rs_DeadTime

rs_Lifetime

rs_FlipTime

rs_GP

rs_ErrorCounter

rs_K[]

Onucaxue nonsi

Mnapwwi 6anT conaros, cM. Onpeaenexus nsafl oo
Kop tvna anroputma (cMm. onpefenenus rs_algo_XXXX)
3ape3epBrpOBaHO AJs BbIpaBHUBaHKS
[ononHutenbHble dnary, cm. onpeaenexus nsafh_xoo

[nvHa aaHHbIX S4enkn unu onpegenutens anroputMa B 6avitax (rs_K[l). HyxHo yunTbiBaTh HEO6X0AMMOCTD
ocTaBuTb 16 cBOBOAHbIX 6alT B KOHLE AOCTynHOW namsTv. Ana anroputmoB SHA256 pasHo 0. [ins anroputmoB
C 3arpyxaembIM KOJOM COOTBETCTBYET pa3mepy cTpykTypbl TgrdLoadableCodeData

Pa3mep 6noka aaHHbIX Ans annapaTtHoro anroputma. Ans anroputma SHA256 pasHo 0. Ans 3aluuileHHbIX
AYeeK 1 anropuTMOB C 3arpyxaemMbiM KOAOM COAEPXMOe MO UrHopUpyeTca

3apesepBupoBaHo. None AoMKHO BbITb 3anonHEeHO HyNsSMU
Maponb akTvBauumn (ecnn yctaHoeneH dnar nsafl_ActivationSrv)
Maponb geaktvBauumn (ecnn yctaHoeneH dnar nsafl_DeactivationSrv)

Maponb ans uteHns nonew rs_GP, rs_ErrorCounter, rs_K[] ¢ nomobto cyHkumm GrdPl_Read (ecnu yctaHoBneH
dnar nsafh_ReadPwd)

Maponb ans n3amerenus nonen rs_GP, rs_ErrorCounter, rs_K][] ¢ nomowbto dpyHkumm GrdPl_Update (ecnu
yctaHoBneH cnar nsafh_UpdateSrv)

[aTa 1 Bpemsi aBTOMaTU4eCKOM akTuBaLumn svelikv (ecnv yctaHosneH donar nsafh_BirthTime).
[ata n Bpems xpaHsaTca B cTpyktype TGrdTime. Pa3amep nons paseH sizeof(TGrdTime)

[aTta 1 Bpemsi aBTOMaTU4YeCcKol AeaKTvBaumm suelikv (ecnu yctaHosneH cdnar nsafh_DeadTime).
[ata n Bpems xpaHsaTca B cTpykType TGrdTime. Pa3mep nons paseH sizeof(TGrdTime)

Bpewmsi, B TeueHne KoToporo siverika 6yaeTt octaBaTbCA akTMBHON nocne 1-ro obpalleHns K Hel unu Bbl3osa
anroputma (ecnu yctaHosneH dnar nsafh_Lifetime)
[aTta n Bpems xpaHatcs B cTpyktype TGrdLifeTime. Paamep nons paseH sizeof(TGrdLifeTime)

Ecnu ykasaH cnar nsafh_FlipTime - anroputm meHsieTcs kaxaple rs_DaysGap aHel, HauvMHasi ¢ aaTbl
rs_ChangeFlipTimeStart
Pa3mep nonsi paeeH sizeof(TgrdFlipTime). [ns anropuTMoB ¢ 3arpyxaemMbimM kogom 1 SHA256 He ucnonb3ayeTcs

OB6paTHbIi cyeTumnk. Ecnn yctaHoBneH donar nsafl_GP_dec, cyeTunk ymeHbLuaeTcs Ha 1 npu Kaxaom Bbi3oBe
anroputma Yepes dyHkumio GrdTransform(). Mpu ncnons3osaHumn apyrmux dyHKUn (Hanpumep, GrdHash() nnu
GrdCrypt() Ha 6onblunx o6bemax AaHHbIX) CHETYMK MOXET YyMEeHbLUAaTbCA GbiCTpee, COrnacHo KOnM4ecTBy
BbI30BoB GrdTransform() BHyTpM Bbi3biBatoLLe pyHKLMK. [T0 AOCTUKEHUN CHETUMKOM HYNEBOrO 3HAYEHUs,
anroputM NepexoanT B AeaKTVBMPOBaHHOE COCTOSIHME M NepecTaeT Nnpeobpa3osbiBaTh AaHHbIE. [pu
AanbHenwmx obpalleHusix Bo3spallaetcs kod ownbkn GrdE_GPis0. 3HaueHne cyeTumnka MOXHO YBENUUNTb,
TOMbKO 3anmcaB BECb AECKPUNTOP 3aHOBO

Ecnu ycraHoBneH dnar nsafl_GP, anropyTm cTaHOBUTCS 3aBUCMMbIM OT 3Ha4YeHWsi cyeTymka. Cm. onncaHue
dnara.

Ecnun H1 oguH 13 3Tux bnaros He YCTaHOBIEH, 3HAYEHNE UTHOPUPYETCS.

[lonycTumoe konun4ecTBo OLNGOK BBOAA Napornew (ecnv ycTaHoBIeH XoTs 6bl 0AWH 13 dnaros:
nsafl_ActivationSrv, nsafl_DeactivationSrv, nsafl_UpdateSrv). icnonbayeTcs Tonbko 1 6ait atoro nons. Mo
[OCTVXKEHUM CHETUMKOM HYINS 3aLLMLLEHHAs siueiika NepexoauT B COCTOSIHUE C HeM3MeHsieMbIM cTaTycoM. Mpu
BBOZIE NPABUIMBLHOTO Napors 3HayeHne CYeTYMKa He BOCCTaHaBIMBaeTCs

[laHHble 3aluLLEHHON S4elKu unu onpeaenuTens anroputma anvHon rs_klen. [ins anropytmoB ¢ 3arpy>KaembiM
KOAOM B 3TOM nose xpaHutcsa cTpyktypa TgrdLoadableCodeData



Mone rs_LoFlags conepxut mnagwuin 6ant gpnaros, onpeaensiowmnx CBOMCTBa 3alUMLLEHHO S4elkn. Bo3aMoxHa ycTaHoBKa cneayowmx gnaros
(NpvBeaeHHbIe HKe Ha3BaHWs chnaros ucnonb3ytotcs B Guardant API):

Nms
cnara

nsafl_ID

nsafl_GP
_dec

nsafl_GP

nsafl_ST
_n

nsafl_Act
ivationSrv

nsafl_De
activatio
nSrv

nsafl_Up
dateSrv

nsafl_Ina
ctiveFlag

3HaueHue

1

32

64

128

KoMMeHTapuii

YHukanbHocTb anroputma no ID kntoya. Mpu oaMHaKoBbIX ONpeaenuTensix anropuTMbl B PasHbiX KNoYax KOAUPYHOT AaHHble
no-pasHomy. dnar paboTaeT ToNbKO Ansi CUMMeTpUYHbIX anroputmoB (AES128 n GSI164), octanbHbIMU TUNAMK anropuTMoOB
He ncnonbayeTcs

YMeHbLuaTh cHeTunk GP npu kaxaon obpatleHun k anroputmy. Mo goctuxkeHnn cuetymkom GP 0, anroputm/ siveika
aBTOMaTUYECKM AeakTUBUPYETCS U NpU AanbHenWwnx obpalleHusx Bo3spalyaeTcs kog owmnbku GrdE_GPis0. [ns
anroputmoB SHA256 cnar urHopupyetcst

3aBurcuMMocCTb NpeobpasoBaHnsa AaHHbIX OT 3HaYeHUst cueTynka GP. B coBpeMeHHbIX KItoyax He UCnonb3yeTcs

B coBpeMeHHbIX Kkrtovax cnar ycTaHoBMeH

CepBuC aKkTMBaLMy JOCTYNEH

CepBuc feaKkTvBaLuUM JOCTYNeH

CepBuc nsmeHeHus aaHHbIx aveek rs_K[] no naponto goctyneH (pyHkums GrdPI_Update nogaepxuveaeTcs)

Mpu3sHak, 4To B AaHHbLIN MOMEHT anropuTtm/ayelika geaktmempoBaH. Onepaummn GrdTransform, GrdPl_Read, GrdPl_Update
HeAoCTYMHbI.

Bo3moxHOCTb npuMeHeHnaA C*)J'IaFOB CBOWCTB B anroputMmax v 3allnLeHHbIX syerkax:

Wmsa conara

nsafl_ID

nsafl_GP_dec

nsafl_GP

nsafl_ST_III

nsafl_ActivationSrv

nsafl_DeactivationSrv

nsafl_UpdateSrv

nsafl_InactiveFlag

nsafh_ReadSrv

nsafh_ReadPwd

nsafh_BirthTime

nsafh_DeadTime

nsafh_LifeTime

nsafh_FlipTime

AES128, GSll64 ECC160 SHA256 3arpyxaembliikon fl4eiika ¢ AaHHBIMU

+

+ + + -
+ + + -
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + +
+ + + -
+ + + -
+ + + -

Mone rs_algo cogepXxuT koA Tuna 3aLumLLEHHON SYENKN.
a) Ansa Guardant Sign/Time/Net gocTynHbl cneaytowme koabl TUNOB AAHHbIX 3aLUMLLEHHBIX SYeekK:

MMs kopa

3HayeHue KoMMeHTapuii

0-4 3apesepBupoBaHo



rs_algo_GSII64

rs_algo_HASH64

rs_algo_RND64

rs_algo_PI

rs_algo_GSII64_ENCRYPT

rs_algo_GSII64_DECRYPT

rs_algo_ECC160

rs_algo_AES128

rs_algo_SHA256

5 CUMMeTpUYHBIN anropmMTM KOANPOBaHWS AaHHbIX.CeKpeTHbIN kitoy pasmepom 128 unn 256 eut
6 Bblumcnenne 64-6uTtHoro xalwa.CekpeTHblii Koy pasmepom 128 unu 256 6ut

7 eHepaumsi 64-6uTHoOro cnyyariHoro yncna

8 3awuieHHas sa4elika gaHHbIX

10 AHanoruueH rs_algo_GSII64, HO BO3MOXHO TOMbKO 3alundpoBaHne

11 AHanoruyeH rs_algo_GSII64, HO BO3MOXHO TONMbKO paclundpoBaHmne

12 Lindpposasi noanuck no anroputmy ECC 160 6ut.Pasmep onpegenutens npu atom 20 6aint

13 AES-128 (pexvMbl LMdpoBaH1s NOAAEPKMBAIOTCSA)

15 AnropuTtm xawwmpoBaHua SHA256. Onpepenutens He CoaepXuT AaHHbIX B none rs_K[]

6) Ans Guardant Code/Code Time gonyctuMbl crieaytoLume 3HaueHus:

Nms kopa

rs_algo_PI

rs_algo_ECC160

rs_algo_AES128

rs_algo_Loadabl

eCode

rs_algo_SHA256

rs_algo_AES128

Encode

rs_algo_AES128

Decode

3Haue
Hue

8

12

13

14

15

16

17

KoMMeHTapwuii

3alyieHHas avelika, cogepxallas AaHHble
Lindposast nognuck no anroputmy ECC 160 6ut. Pasamep onpegenvtens npu atom 20 6ant
CummeTpuyHoe wudpoBaHue no AES ¢ anuHoi kntova 128 6uT (pexvMbl LUIMGPOBaHMSA NOAAEPKMBAKOTCS)

AnropuTm, coaepxkaLuuii 3arpy>xaemblil Kog

AnropuTtm xawmpoBaHusa SHA256. OnpeagenutensHe coaepXuT AaHHbIX B none rs_K[]

CumMmeTpuyHoe wudpoBanune no AES ¢ anuHoi kntova 128 6ut. [laHHble MOryT TOMbKO 3alimndpoBbiBaTbCA. BO3MOXHbI
pexumbl WwndpoBaHus Tonbko ECB n CBC

CummeTpuyHoe WwindpposaHme no AES ¢ gnuHoii kntoya 128 6ut. [laHHble MOryT TONMbKO paclumMdpoBbIBaTbCs. BO3MOXHbI
pexumbl WwndposaHusi Tonbko ECB n CBC

Mone rs_HiFlags cogepxuT 4 6aiiTa cdnaros, onpeaensioLmMx CBONCTBA 3alUMLLIEHHON s4elikn. BoamoxHa ycTaHoBKa cneayoLwmx dbnaros (npuBefeHHbIe
HasBaHus dnaros ncrnonbaytotest B Guardant API):

Nmsa
¢nara

nsafh_Read
Srv

nsafh_Read
Pwd

nsafh_Birth
Time

nsafh_Dead
Time

nsafh_LifeTi
me

nsafh_FlipTi
me

3HaueHune

16

32

KommeHTapwmii

Cepsuc uTeHns AaHHbIx aveek rs_K[] aoctyneH (dbyHkumns GrdPI_Read nogaepxusaetcs)

UrteHune ocyuecTanseTcs no naponto rs_ReadPwd

BkntoyeH pexum akTMBaumm B ykazaHHOe BpeMsi (xpaHutcs B norne rs_BirthTime)

BkntoyeH pexum geaktuBaumu B ykazaHHoe BpeMs (xpaHuTcs B none rs_DeadTime)

BkntoyeH pexuvm geaktuBauum Yepes ykasaHHOe BpeMs nocrie nepBoro obpalleHns K sueike (ocTaBLueecs Ao
[eakTuBauum Bpems xpaHuTcs B siuenike rs_LifeTime)
OpHoBpemeHHoe ncnonb3oBaHue ¢ donaramu nsafh_DeadTime n nsafh_BirthTime He gonyckaetcs!

BkrtoyeH pexumM aBToMaTM4Yeckoro n3MeHeHusi onpeaenutens kaxable rs_DaysGap gHeit, HauuHas ¢ gatbl
rs_ChangeFlipTimeStart.

MoxHo kombuHupoBaTh ¢ conaramu nsafh_DeadTime, nsafh_BirthTime n nsafh_LifeTime.

OTOT pexvM noaaepX1MBaeTCcs TOMNbKO ANs CUMMeTPUYHbIX anropuTmoB (AES128 n GSI164).



Mone rs_klen conepxut pasmep aaHHbix rs_K[], XxpaHAawWwmxcs B 3aLUMLLEHHO SYelike (CEKPETHOro Kroya anroputma) B 6antax.
Mone rs_blen cogepXxvT MMHUManbHbIN pasmep 6noka AaHHbIX Ans annapaTHoro anroputma. [onycTumMble 3HaveHns:

Tun annapatHoro anroputma = rs_klen - anvMHa cekpeTHoro Krtoya, 6ant = rs_blen - MuHMManbHas anvHa 6rioka AaHHbIX, 6auT

GSlli64 GrdADS_GSI164=16/32 GrdARS_GSI164=8
HASH64 GrdADS_HASH64=16/32 GrdARS_HASH64=8
RND64 GrdADS_RANDG64=16/32 GrdARS_RAND64=8
AES128 GrdADS_AES128=16 GrdARS_AES128=16
ECC160 GrdADS_ECC160=20 GrdARS_ECC160=20
SHA256 - GrdARS_HASH_SHA256=0
3arpyxaembiin kog, sizeof(TGrdLoadableCodeData) He ncnonbayetcs

[ns anroputmoB GSI1164, HASH64 n RND64 npu ounbo4HOM 3Ha4YeHWUM AnWHbI KnkoYa, ero AnnHa yctaHaBnMBaeTcst paBHow 16 6anT.

Mone rs_hash 3apesepsupoBaHo anst 6yayLiero Mcnosb3oBaHus.

Mone rs_ActivatePwd conepxuT 4-6aiToBblii Naposib akTUBaLMK 3aLLMLLEHHOW S4YENku, B TOM Criydae, ecnv pa3peLlueH CepBuC akTUBaLmMmn YCTaHOBKON
nara nsafl_ActivationSrv.

Mone rs_DeactivatePwd copepxut 4-6aiiToBbIN Naponb AeakTMBaLMK 3aLLMLLEHHOW SYEiKu, B TOM Cryyae, ecrnv pa3peLleH cepBuc AeakTneaLumm
ycTaHoBkol ¢nara nsafl_DeactivationSrv.

Mone rs_ReadPwd coanepxuTt 4-6aiTOBbIN NAponb YTEHUS AAHHbIX 3ALUMLLEHHON SiYeiku, B TOM Cryyae, ecrnv pa3peLleH CepBUC YTEHWS AaHHbIX NO
naponto yctaHoBkoii pnara nsafh_ReadPwd.

Mone rs_UpdatePwd conepxwut 4-6ariToBbIN Naponb Ha 06HOBNEHNE AaHHbIX 3aLUMLLEHHON S4YEkn B TOM cryyae, ecnu paspelleH cepBmc 06HOBNEHNS
OaHHbIX Mo naponto yctaHosko dnara nsafh_UpdateSrv.

Mone rs_BirthTime coaepxut AaTy 1 Bpemst aBToMaTuyeckon aktmeaumm anroputma. Ecnu He yctanosneH conar nsafh_BirthTime, sHaueHne nons
urHopvpyeTcs. lata n Bpems xpaHsaTtcst B cTpyktype TGrdTime:

CwmelleHne OnvHa HasBaHue KommeHTapwii
0 BYTE BSeconds CekyHab! oT 0 fo 59
1 BYTE BMinute MwuHyTbl OT 0 Ao 59
2 BYTE BHour Yacbl oT 0 oo 23
3 BYTE BDay Onn ot 1 oo 31
4 BYTE BMonth Mecsiupl o1 1 go 12
5 BYTE BYear loabl ot 0 fo 99, HaumHas ¢ 2000 roga

Mone rs_DeadTime cogepxut gaty 1 Bpemsi aBTomaTM4eckon geaktmsauum anroputma. Ecnu He yctanoeneH nsafh_DeadTime, sHaueHne nons
urHopupyeTcs. [lata n Bpems xpaHsatcs B cTpykType TgrdTime (cm. Bbiwwe).

Mone rs_LifeTime conepxuT Bpemsi, B Te4eHWE KOTOPOro anroputm ByaeT octaBaTbCs B aKTUBHOM COCTOSIHAM NOCIe nepBoro obpateHus k Hemy. Ecnu
He yctaHoBneH dnar nsafh_LifeTime, 3HayeHve nons urHopupyetcs. [lata n Bpems xpaHaTcsa B cTpyktype TGrdLifeTime:

Cve [nm  HassaHue KommeHTapwii

LieHne Ha
0 TGrd  LifeTime | Cpok xu3Hu annapaTHOro anroputma nocre nepeoro obpalleHus (B BUAE pasHuLbl AaT)
Time

6 BYTE State 0 — obpalLLeHunin kK anropuTMy eLle He Bbino, 3To UCXOAQHOE 3HaYeHue. Npu NpeanpoAaxHOM NporpamMmMupoBaHny knoya B none rs_DeadTime
pekoMeHAyeTCsi IoMeLLaTh Tekyllee BpeMs Ha MOMEHT MPOrpamMMUpPOBaHUs.
1 — anroputm y>xe akTMBMPOBANCS, 3TO 3Ha4YEHNe yCTaHaBNMBaeTCa aBTOMaTUYeCcKU nocne nepsoro obpatleHus k anroputmy. B none
rs_DeadTime aBTOMaTM4yeCku 3an1cbiBaeTcs BpeMsi, KOr4a anroputMm AOMKeH AeakTBMpPOBaTbCs

7 BYTE Reserved | 3ape3epBupoBaHO A5 BblpaBHUBaHWSA

ForEven



Mone rs_FlipTime conepxwut Bpems rs_ChangeFlipTimeStart, korna gomkHa HavaTbcst aBToMaTuyeckas Moamdukaumns onpeaenuTens anroputMa u
KonuyecTBo AHen rs_DaysGap, cocTaBnsatoLmx nepuos CMeHbI.
Ecnu He yctaHoBneH donar nsafh_FlipTime, 3HaueHue nons urHopupyetcs. [lata u Bpemsi xpaHsitcs B cTpykType TGrdFlipTime:

CwmelleHne [OnuHa HassaHnue KommeHTapui
0 TGrdTime rs_ChangeFlipTimeSt = [Jata v Bpemsi, C KOTOPOro HaYMHaEeTCs oTcyHeT
art
6 BYTE rs_DaysGap Anroputm MeHsieTcs kaxapble rs_DaysGap aHen, HaumHas ¢ aaTel rs_ChangeFlipTimeStart. [JomkHo 6bITb 3HaYeHne ot
1 po 255
7 BYTE ReservedForEven 3ape3epBupoBaHO ANs BbipaBHUBAHUS

Mone rs_GP cogepxut cuetyunk anroputma. Ecnu ykasax cdonar nsaf_GP_dec, To 370 none 3agaeTt To KONIMYECTBO pas, KOTOPOE anropuTM MOXeT GbiTb
BbINOMHEH. 0 AOCTUXEHUMN CHETYMKOM HYNEBOTO 3HAYEHUS, TAKOW anropuTM NepexoauT B AeakTMBUPOBAHHOE COCTOSIHUE 1 nepecTaeT npeobpa3oBbiBaTh
OaHHble. Mpy AanbHenwmnx obpalleHnsix Bo3spallaeTcs koa ownbkm GrdE_Inactiveltem. 3HauveHne cyeTuUmka MOXHO YBENUYMTb, TONBKO 3anncaB BECb
[EeCKpUNTOp 3aHOBO.

Mone rs_ErrorCounter conepxut cyeTunk HeyaayHbIX NOMbITOK noabopa naponew Ha AOCTYN K 3aluMLEeHHON syeike. MNpu kaxaon HeyayHoi NomnbITke
cYeTYMK yMeHbluaeTcs Ha 1. 1o 4OCTMKEHUM CHETYMKOM HYNA 3alluLLeHHas S4Yeinka NnepexoanT B COCTOSIHME C HEM3MEHSIEMbIM CTaTyCoM.

Mone rs_K[] coaepxut AaHHble 3alUMLLEHHO SYeikin. B 3aBUCMOCTU OT TUNa SiUENKM 30ECH MOXET XPaHUTLCS CEKPETHbIN KoY anroputMa, nnbo kakve-
HVWBYaAb MHble AaHHble. [inMHa faHHbIX 06s3aTenbHO AOMKHA COOTBETCTBOBATL 3HaveHuo nons rs_klen. [JaHHble 3aluLLEeHHOM SYEKN MOXHO CYMTbIBATh
WINN U3MEHSITb TOMBbKO C NMOMOLLbIO CrieumarnbHblX yHKUMA. [NaBHOE OTNMYMeE 3alULLEHHON S4YEKM OT NPOCTbIX AaHHbIX 3aKMioYaeTcs B TOM, YTO ee
[aHHbIE MOXHO MEHSTb, TONBKO YKa3aB creumanbHbli Naponb. ATOT Naponb NporpammmpyeTcs pa3paboTynkom 1 XpaHUTCS B AECKPUNTOPE 3aLlLULLEHHON
sAverikn. Takol MexaHn3m no3BonsieT Npoun3BoanTb 6onee 6e3onacHoe N3MeHeHVe YacTi NaMATU KNoYa, He 3aTparvBaroLLee OCTanbHy NamsaTb.

B peckpunTopax anroputmoB ¢ 3arpyxaembiM kogom B none rs_K[] aomxHa cogepxatbest cTpykTypa TGrdLoadableCodeData, onuckiatolas ceoiicTea
MOZYNs 3arpy»aemoro kofa. 3Ta CTpyKTypa pasgeneHa Ha nybrmyHyto YacTb, AaHHbIE KOTOPOW MOXHO NPOYUTaTh, CIIM CEPBUC YTEHUS Pa3peLleH, u
NPUBATHYIO YacTb, AaHHbIE KOTOPOMN 3aKPbITbl OT YTEHUS.

[AnuHa, 6aint Wms nons KommeHTapuit

My6nuyHas yactb (cTpykTypa TGrdCodePublicData),
AaHHble AOCTYNHbI Afs YTEeHMs

1 bLoadableCodeVersion Bepcus 3arpyxaemoro koga

1 bReserved0 3apesepBupoBaHo

1 bState CoctosiHne 3arpyxaemoro koga (GrdCodeState_ XXXXX)

1 bReserved 3apesepBunpoBaHo

4 dwLoadingDate [ara 3arpy3ku koga. 3anonHaeTcs aBTomaTnyeckn yHKUnen
GrdCodeload

3akpbiTasi YacTb CTPYKTYpbl, AaHHble He AOCTYMHEI ANst

yTeHus
40 ablLoadableCodePublicKe | OTkpbITbIl KoY A4M1si NPOBEPKM NOANUCK Koaa
y4VerifySign
20 abLoadableCodePrivateK = 3akpbITbii kntow ans pacmdpoaHus knoda AES, Ha koTopom
ey4DecryptKey 3alndpoBaH 3arpyxaemMbliii Kog,
4 dwBegFlashAddr HavanbHbin agpec Flash-namsaTn, 3apesepBupoBaHHoOn ANs
3arpyxaemoro koga
4 dwEndFlashAddr KoHeuHbin agpec Flash-namaTu, 3apesepBrupoBaHHO ANnsi
3arpyxaemoro koaa
4 dwBegMemAddr HavanbHbin agpec RAM kntoya, 3ape3epBypoBaHHOM ANs
3arpyxaemoro koga
4 dwEndMemAddr KoHeuHbin agpec RAM knioya, 3ape3epBUpoBaHHOM ANS

3arpyxaemoro koaa
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